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INTRODUCTION
Education has been the greatest tool for human resources development. The advances in information and communication technology has brought out a paradigm shift in the educational sector by making it more accessible, relevant, qualitative, and equitable for the masses. The use of satellite technology like INTELSAT, PEACESAT, and ATS in education has enhanced the opportunities for learners to acquire new skills (Moore & Kearsley, 1996) . Both on-campus and distance mode students can be benefited by it. The satellite technology can serve a large geographical area. It allows audio and video signals uplinked from a station to be received to any number of downlink earth stations (Willis, 1995) . Oliver (1994) reported that the transmission costs do not increase with the increase in the number of downlink stations. Satellite Instructional Television Experiment (SITE), one of the India's early experiments conducted during 1975 to 1976, produced and transmitted 150 different science programs of 10 to 12 minutes duration, offering them to more than 2,330 villages in six geographical clusters. According to Shrestha (1997) and Govindaraju and Banerjee (1999) , this experiment demonstrates the effectiveness of satellite communication for educational purposes.
EduSat is the first exclusive educational satellite of India (www.edusatindia.org and www.ignou.ac.in) , especially designed to provide satellite-based education through the audio-visual medium by employing DTH (direct-to-home) quality broadcast (www. edusatindia.org). A complete nationwide coverage is ensured through multiple regional beams. There are five Ku-band transponders with spot beams covering northern, northeastern, eastern, southern, and western regions of India. The entire Indian mainland is covered through the footprint of one national beam of a Kuband transponder and six channels through extended C-band transponders. A two-way video communication system, Space Collaboration System (SCS), is being used as a cooperative distance education project between Japan, China, and Thailand (Tanigawa, Ileura, Anzai, & Kaneko, 2002) . A Direct Broadcast Satellite (DBS) is being used extensively in the United States by the learners to receive educational programs at home or offices through a small inexpensive satellite dish, which soon would take over video broadcasting and narrowcasting (Moore & Kearsley, 2005) . The University of the South Pacific also offers distance education to its 12 member countries through its own satellite communication network (USPNet) (see http:// www.usp.ac.fj). USPNet is used for audio conferencing among various campuses, and video broadcast of live or pre-recorded lectures.
RELATED RESEARCH
The EduSat network operates under several different operating systems, a variety of Web-based and client/ server applications, and other components from several vendors. This heterogeneous network introduces a high level of complexity when it comes to management and security issues. This complexity makes it impossible to effectively secure an entire networking environment with a single component such as a firewall. Such situation calls for a total information security solution, which includes policy and procedure, access control, user authentication, encryption, and content security. By focusing a security solution on only an individual component, such as access control or an encryption method, one risks leaving holes in the security shield that can be exploited by a hacker (Cheswick & Bellovin, 2000) . The EduSat network is mainly utilized as the data transport mechanism, so one can expect various attacks mounted from the underlying infra-S structure. The attacks may not necessarily be aimed at the network, but also at the resources attached to the network and the information contained within. These attacks can be of various forms and impact corporate information resources in a variety of ways. The typical points of network vulnerabilities are weak administrative and user passwords, modem connections, system back doors, poor user adherence to security policy, and poorly configured firewalls and Web hosts. The corruption or compromise of data is accomplished in a variety of ways. Corporate data can be damaged, destroyed, and/or stolen when not properly protected. These attacks do not always originate from outside of the trusted environment. The different types of attacks that satellite-based information systems are subjected to are: social engineering, viruses/trojan horses, denial of service (DoS), IP spoofing, worm, replay attack, and theft of information (Oppliger, 1997) . Skinnemoen et al. (2004) proposed a consolidated approach for IP over satellite networks based on open standard DVB-RCS (Digital Video Broadcasting-Return Channel via Satellite). Cruickshank et al. (2005) offered measures for securing multicast in DVB-RCS satellite systems. The overview of the VIP-TEN project architecture and VoIP measurement campaign over the EuroSkyWay test-bed have been presented by Cruickshank et al. (2001) . Togel et al. (2005) deployed IP telephony over satellite links and QoS as the enabling technology for the combination of data and voice service. The level of service quality achieved on LAN and satellite links by using QoS mechanisms (available, off-the-shelf routers and switches) has been discussed in Feltrin et al. (2003) . Nguyen et al. (2001) reported the performance results of laboratory experiments for VoIP over satellite under different link and traffic conditions. A security system for satellite networks was developed by Cruickshank (1996) . Noubir and Von Allmen (1999) have also discussed security issues in Internet protocols over satellite links.
OVERVIEW OF THE SECURITY mODEL
The implementation of a security model within the EduSat network has been achieved in the following, step-by-step manner: In order to implement security targets, security standards are compiled based on a detailed risk analysis for applications requiring high-level protection and the use of standard security guidelines.
Implementation of the IT Security Standards:
By defining priorities, designating responsible staff, and planning the realization of objectives, the ISS are implemented according to plan. 4. Training and Awareness: A training concept is developed in order to prepare all levels of the organization, from management to the end users, to increase their awareness of the security guidelines, to provide the necessary explanations regarding correct IT usage, and to ensure adherence to these guidelines. 5. Ongoing Security Management: The IT security process does not end when ISSs have been implemented, but requires periodical controls, which, in case of changes, also provide for the updating of the system security concept. The reactions to any incidents relevant to security are also monitored in order to limit damage and avoid repetition.
ImPLEmENTING THE IT SECURITY PROCESS
The first step in development of an information security model is to establish a high-level security policy. A security policy establishes the rules or protocol under which the entire organization or company will be required to operate. The protocols established in an organization's security policy are incorporated into the daily habits of every employee. The policy is backed up by an ISO 17799-based standards or procedures document that specifies the access control requirements for information and other assets throughout the organization. A typical security standards document will include information like: host and network marking requirements, host security control requirements, network security control requirements, monitoring and alert management, Internet and intranet access, authorization and access controls, data backup and restoration, encryption technology, move/add/change management, auditing functions, physical security, and accountability and responsibility. There are many hardware and software components that make up a comprehensive security model. These components or sub-systems will vary in size, capacity, processing power, and traffic throughput. The categories of security sub-systems and the core technologies are: firewalls (Chapman & Zwicky, 1995) , encryption standards (McMahon, 1998), certificate authorities, authentication mechanisms, remote access services, intrusion detection/response, and logging/audit. The action plan previously summarized is described in detail below. This detailed framework is followed to achieve proper implementation.
Development of an IT Security Policy
The development of an IT security policy took place in three steps. First, the appropriate security level for the organization was determined. Then the ITSC was established with the task of attaining and maintaining this security level. The team then developed the IT security policy of the organization.
Determining the Security Level
It is not possible to achieve 100% security either in everyday life or in security (Anonymous, 1997) . Security is viewed as a cost-benefit factor (www.gocsi.com). The value of securing an object must not exceed the value of the object itself. Each resource in an organization needs a value associated with it. This value will determine the amount of security, if any, applied to the resource. This is where the cost-benefit analysis plays a critical role. The effort and resources expended to secure an item should not exceed the value of the item. Determining the value of an object can be difficult, but assigning an object to one of the following four value categories can be helpful, as shown in Table 1 .
Creation of the IT Security Committee
The tasks required to attain and maintain the IT security level desired are controlled and coordinated by one body in the company. This body is described as the "ITSC." The most important aspects for the establishment of the ITSC are:
• The overall responsibility for the correct and reliable fulfillment of tasks (and thus IT security) rests with the management.
•
The responsibility for IT security at the various hosts/workstations are delegated in precisely the same manner as the responsibility for the original task.
The results of the above are set down in an IT security policy document. When initiating the IT security process, it is important that management emphasizes the importance of security throughout the organization. The security policy describes the level of security that the organization is aiming at and how this safety level affects the tasks and duties of the organization. All members of staff are made aware of the fact that commitment, co- S operation, and responsibility are expected of them with regard to the fulfillment of tasks in general, but also with regard to security. The IT security policy document addresses the significance of IT security, the importance of IT for the completion of business, the desired level of security of the organization, the security targets for the IT users, a report on the establishment of the ITSC, appointment of the information security officer, and the explanation of the responsibility of the staff for IT security. This document successfully fulfills its function, when it is known throughout the entire organization. Every person is made aware of it. Equally important is that management makes clear that it fully supports this document and the goals it contains.
Preparing the Security Concepts and Guidelines Document
In order to be able to implement these security goals defined in the security policy, an analysis of the risks is made to meet the particular requirements of the organization. This assessment concentrates on finding ways to reduce all risks as quickly and cost effectively as possible. No matter how small a risk may appear to be, it is always advisable to have a detailed analysis for it and not to treat any serious risk superficially. The following strategy is used in the EduSat network to find the right balance between these extremes. Starting with the IT systems, the applications are identified. After determining the protection requirement of the IT applications and information, the protection requirement of the IT systems (on which these IT applications and information are processed) is determined. This protection requirement states how important it is to protect the system from damage. If this potential damage is acceptable, it is recommended to use Standard Security Guidelines (SSGs) for this system. If major damage is feared, however, the risks are investigated in detail using a risk analysis and are subsequently reduced. This procedure, which combines the benefits of SSG and risk analysis, allows effective and appropriate Internal Security Standards to be selected in a timesaving and inexpensive manner. At the same time, it is possible to adequately protect the systems, which require a high degree of protection. A risk will remain after implementation of the selected ISS, as 100% security can never be attained. After the remaining risk has been determined, it is the task of the management to decide whether this risk is acceptable. If not, further SSGs must be defined which then reduce the remaining risk to an acceptable level.
Implementation of the Internal Security Standards
After all Internal Security Standards for protection against the known risks have been identified, a plan for the implementation of these ISSs is drawn up. This plan contains all short, medium, and long-term actions required for the implementation of the selected ISS. This plan contains a list of the security standards to be implemented for each system, the related costs in the form of investments, labor, training and so forth. This also includes the priorities; a budget and a timeframe; a list of the actions, projects, and so forth required for the implementation of the measures; monitoring possibilities such as specific allocation of responsibilities and resources; and definition of control mechanisms for the implementation. In addition, most Internal Security Standards require a suitable organization environment in order to be fully effective (Peltier, 2000) . The information security officer is, in general, responsible for preparing the implementation plans within the organization.
Training and Awareness measures
The training and security awareness program affects all areas of the organization, from senior academics to end users. This program explains the IT security policy in the organization and ensures that the rules and regulations regarding security are understood. Understanding and motivation are essential to the fulfillment of IT security goals. End user training makes or mars a network security implementation. If the end user is not properly trained and informed on the corporate security structure, it would be easy to compromise the network via a social attack. An uninformed and untrained end user can negate all of the electronic security measures in place. The aim of this training program is to ensure that all employees are aware of the importance of IT applications and information, and that a loss of confidentiality, integrity, or accessibility can have serious consequences for both the institution and employees. The training and awareness courses are repeated at regular intervals in order to refresh existing knowledge and to inform new employees. Further, all new, promoted, or transferred employees are trained in security to the extent required by the position held. The most important aspect of this training and awareness program, however, is that it is planned and implemented in good time. Training and Internal Security Standards are not particularly effective if they are implemented years after these measures have been introduced.
Ongoing Security management
This is an often-overlooked important facet of security. ISS not implemented or out-of-date, passwords left on the screen, and open firewall ports are all common occurrences. It is thus necessary to check whether the ISSs are in place, whether they are adhered to, whether they fulfill the requirements during current operation, and whether they are still relevant or should be altered after changes have taken place. Incidents relating to security are required to be treated correctly. The information security officer is responsible for coordinating these ongoing security management activities throughout the organization.
LAYERED SECURITY mODEL
There are three layers in the EduSat network which have been implemented for ensuring security. The layered model ensures that the systems are protected using multiple security strategies so that in case of failure of one strategy, the other can protect the system and data.
Level 1 Security Actions
This layer is like the four walls and the roof of a secure house. It includes firewalls, routers, proxy servers, the application servers, Web servers, and mail servers. While traffic is regulated at the perimeter depending on the needs of the organization, the applications utilizing the traffic run on different application/Web servers, which in turn run on operating systems. An abuse of operating system privileges can potentially compromise network security. Users with access to the underlying operating system can jeopardize the availability and integrity of the firewall and expose critical network resources to both internal and external security threats. Hardening this layer protects the network from a number of internal threats. Vulnerabilities exist in operating systems, Web servers, proxy servers, mail servers and application servers that need patches/service packs/hotfixes to fill those holes. Some of the general practices that have been implemented are:
• 
Level 2 Security Operations
Once the perimeter defense is tightened and the OS fine-tuned, there is a need to look at another threat from the internal workstations connected to the network. A national survey showed that 70-80% of attacks are internal, that is, from within the organization's internal network (Carnegie Mellon CERT Coordination Center, n.d.). However, having only this strategy is not enough to protect any network and valuable information. One of the common attacks on this layer is the DoS (Denial of Service) attack, which involves flooding the point of connection to the outside world with unproductive traffic. This brings communications with the Internet to a standstill. Some of the common DoS attacks on routers are Smurf, Syn, Ack, and Rst attacks. There is a need to have host security for two reasons: to protect against someone trying to attack from within the network and to protect the data stored on a workstation from someone coming in through the firewall. Some of the key implementations done at this layer are listed below:
• User access policy is formulated and implemented.
•
The patches/hotfixes are regularly updated for the workstation operating system and applications. 
CONCLUSION
Security in the EduSat network cannot be achieved by merely implementing various security systems, tools, or products. However, security failures are less likely through the implementation of security policy, process, procedure, and product(s). Multiple layers of defense have been applied to design a fail-safe security system for this network. The idea behind multi-layered defense security in EduSat is to manage the security risk with multiple defensive strategies, so that if one layer of defense turns out to be inadequate, another layer of defense will, ideally, prevent a full breach. It is believed that, at a minimum, managers must apply a range of security perimeter defenses so that EduSat network resources are not exposed to external attacks. It has also been ensured that the security system is not limited by the weakest link of the security layer.
